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SAMPLE ADMINISTRATIVE FORM
NOTICE TO CLIENTS – BREACH OF INFORMATION


[Date]
IMPORTANT NOTICE TO ALL CLIENTS

RE:  THEFT OF EQUIPMENT AND POSSIBLE BREACH OF INFORMATION 


Dear Clients:

The purpose of this letter is to inform you that vandals recently broke into our offices, stealing certain computer equipment.

As you know, today’s businesses regularly maintain client/customer information in electronic form, i.e., on computers.  Our standard practice has been, and remains, to protect all electronic data via password, which changes regularly.  Still, there is some degree of risk that your personal, non-public information may have been compromised.  We regret the incident and strongly recommend that you obtain and carefully review your credit report for unauthorized activity.

Please be assured that all standard protective measures were in place at the time of the robbery.  Specifically, hard files are kept under lock and key, with sensitive materials being maintained off-site.  Due to the size of this mailing, please understand that we will be unable to respond to telephone inquiries about the incident.  Please forward any comments or questions in writing, and we will respond as quickly as possible.  However, the following information should address most of your concerns. 

The term “personal, non-public information” generally refers to Social Security numbers and financial account information, which can be used for illegal purposes.  Generally speaking, we maintain Social Security numbers for our clients filing bankruptcy or closing real estate transactions.

Bankruptcy client information, including Social Security numbers, was public information prior to December, 2003.  Since that time, our software has prevented the entire number from printing on the petition, thereby reducing the chance of theft during this robbery.  As for our real estate clients, closing files were not typically opened or maintained on the computer which was stolen.  Therefore, the chance of anyone having obtained your personal, non-public information is small.  Nevertheless, we still recommend that you obtain and review your credit report as a precautionary measure.

You may also wish to notify the three main credit reporting agencies of this incident and require that no accounts be opened or changed in any way without your express written authorization.  All three bureaus offer “credit watch” features and offer “three-in-one” reports for your convenience.  You can contact the agencies by phone, mail, and online as follows:

Equifax Information Services, LLC
	Post Office Box 740241
	Atlanta, Georgia 30374
	Equifax Web Site
	Order your report by phone:	1+800-685-1111
	Place a fraud alert by phone:	1+888-766-0008
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Experian
	Post Office Box 9601
	Allen, Texas 75013
	Experian Web Site
	Order your report by phone:	1+888-397-3742

	TransUnion
	Post Office Box 2000
	Chester, Pennsylvania 19016
	Transunion Web Site
	Order your report by phone:	1+800-916-8800

We regret having to inform you of this incident and apologize for any inconvenience to you.


Sincerely,


[Lawyer Signature]
[Firm Name]
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