Winning Cases with eDiscovery
& Artificial Intelligence




y Law Firm & Business IT Consulting
a eDiscovery | IT Support | Cybersecurity | Digital Forensics

TheBaradatGroup

(239) 221-6359

e cbaradatothebaradatgroup.com

@ www.TheBaradatGroup.com

CARLOS A. BARADAT, ESQ.
The Baradat Group



TODAY'S AGENDA

eDiscovery

« Early Case Assessment

* Data collection process

* Analysis and review of ESI
« Cost and proportionality

Fundamentals of Artificial Intelligence
How is Al used in legal practice
Tools to consider

Artificial Intelligence



ETHICAL
CONSIDERATIONS




DUTY
OF
COMPETENCE

ABA 1.1
FRPC 4-1.1

ETHICAL
CONSIDERATIONS




DUTY
OF
CONFIDENTIALITY

ABA 1.6
FRPC 4-1.6

ETHICAL
CONSIDERATIONS




ETHICAL
CONSIDERATIONS

DUTY TO
SUPERVISE
NON-LAWYERS

ABA 5.3
FRPC 4-5.3




ETHICAL
CONSIDERATIONS

INADVERTENT
DISCLOSURE OF
PRIVILEGED MATERIALS

FLORIDA RULES OF
CIVIL PROCEDURE 1.285




ROLE OF EDISCOVERY &
ARTIFICIAL INTELLIGENCE

Role of eDiscovery and Artificial Intelligence in
today’s law practice, ethical implications.
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eDiscovery

« Early Case Assessment

» Data collection process

* Analysis and review of ESI
» Cost and proportionality




HAVE YOU EVER USED
EDISCOVERY SOFTWARE ON

A CASE?
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Before

Decompress Files

File Separation

Data Extracton

Contextual Searching

Deduphcation
Emall Dethreading

WHAT IS
EDISCOVERY?

Electronic discovery is part of the litigation
process that includes the collecting, analyzing,
reviewing and production of electronically stored
information, or ESI.

This ESI may, but is not limited to, emails,
documents, presentations, databases, voicemail,
audio and video files, social media, and web sites.
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EARLY CASE ASSESSMENT
& LEGAL HOLDS

ECA refers to estimating risk (cost of time and
money) to prosecute or defend a legal case.
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Client comes into office.

Case accepted / Agreement signed.
ESI Early Case Assessment. EDiscovery
Client Intake Form.

Jan 15t 2021

Jan 16t", 2021

(Reasonable anticipation of litigation
League of Women Voters of Fla. v. Detzner,
172 So. 3d 363 (Fla. 2015))

Litigation hold / preservation
letter mailed.

POTENTIAL
LITIGATION

Discovery process
Request for production.

June 22m, 2021

THE LITIGATION
HOLD

Opposing counsel’s client claims
mobile device(s) dropped in water,
PC had a virus, computers lost in
fire.

June 27th, 2021

Potential “spoliation” claim
for client.

August 20th, 2021




EDISCOVERY & THE
CLIENT INTAKE PROCESS

y Law Firm & Business IT Consulting
g eDiscovery | IT Support | Cybersecurity | Digital Forensics

TheBaradatGroup

eDiscovery Client Intake Form

Client Name: Matter No.

Opposing Party:

Client Device Information

Mobile / Text Communication Device(s)

Cell Phone (Howmany ) 1.Yes O No O | Personal 0 Work [0 Carrier
2.Yes O No O | Personal OO0 Work OO0 Carrier
3.Yes O No [ | Personal OO0 Work OO0 Carrier

Computer Device(s()

Desktop [0 Laptop OO0 Tabletd Other O Other 0O

Type Manufacturer Physical location
Type Manufacturer Physical location
Type Manufacturer Physical location
Type Manufacturer Physical location
Type Manufacturer Physical location
Type Manufacturer Physical location

Email Account(s)
GmailO Yahoo!O AOLO HotmailO WorkO OtherOd
1. Email address 2.
3. Email Address 4,
Social Media Account(s) (Public 0  Private )
Facebook OO0 Instagram OO0 Pinterest 0 Twitter O Other O Other O
Other/usernames
Online Financial / Bank Accounts / Credit Cards

1.
3
5.

Cloud Accounts (i.e. iCloud, OneDrive, Google Drive)
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THE COLLECTION
PROCESS

Digital information, data location, collection
procedures, litigation hold, proportionality.
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I WHAT IS ESI?

(ELECTRONICALLY
STORED INFORMATION)

Data is Same data can Erased data
volatile be in multiple may be
places recovered
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SELF-COLLECTION
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ESI LOCATION

Electronically stored information (ESI) is any information that is created or stored electronically. Rule 34 of the Federal Rules of Civil
Procedure (FRCP) doesn’t specify all types of ESI but notes that it “includes writings, drawings, graphs, charts, photographs, sound
recordings, images, and other data or data compilations.” Because of the ever-growing changes in technology, ESI location grows by
the day. Additionally, as new technologies are created, new types of data are also generated.
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WHAT IS METADATA?

(DATA ABOUT DATA)
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Driving a aar inTallinn Is just like in every other city. Andlike in every other town you find yourself
struggling with parking. May it be the difficulties interms of the language or simple understanding
where, when and how 10 park.

Being a local and holding a loally registered mobile number has it advantages in Tallinn. Why?
Because you can m-park your car. That's right. There’s a fast-dial where you cansend a message with
the zone name and number plate figures and your caris parked. To end the parking, you have to call
toanother fast-dial and the parking is terminated. It's actually so easy that Estonians have trouble
parking abroad since parking meters are hard to find, to use and understand

So, whatto do, when you are not local and come from abeoad? | strongly suggest looking for a
parking house in town. The thing is that since the m-parking was introduced, parking meters have
become extinct. There are really like 5-6 meters for the whole town. You'll find yourself with a ticket
before you find one to pay for parking

Before | am going to tell you about parking houses, let me tell you that sieeping areas are free zone
whils the centre with it's surrounding areas are charged zones. In addition, parking on working days
after 7 PM, Saturdays after 3PM and all Sunday s free in most parts in Tallinn, but watch out for the
signs as well for specifc area.

Nowv, the center of Tallinn has many parking houses and areas. While the areas, unless with
automatic toll systems, are basically meant for m-parking, the houses are really straightforward. They
all have 24 hour availability and are fairly clearly marked.

There are two £asiest to use — néxt to the ViruKeskus and under the Vabaduse valjak. The lastone is
the newest, close to Cld Town and really spectacular. The thing is that they started to excavate the
land and build a parking house, but as it turns out, really old town walls were just under the ground
and now they are on displaythere. You actually park inthe middie of those walls. | really love it and
it’s not as expensive as some other houses.

Parking in Tallinn in parking houses costs around 2EUR per hour. And if think that you'll take your
chances with the officials, think again, The parking fines are a considerable income to the townso
they do their best in coliecting this.
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ANALYZING & REVIEWING ESI

(ELECTRONICALLY STORED
INFORMATION)

Deduplication, parsing data, native files, artificial
intelligence (Al), technology assisted review (TAR).
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NATIVE FILES

Enron Mentions - 03-04-01.pdf - Adobe Acrobat Pro DC (32-bit)

VAT

S5ign - Window Help

Enron Mentions - 0... X

O ™

From: john.amold@enron.com

To: greg.whalley@enron.com

Subject: Enronm Mentions - 03-04-01

Date: Tuesday, March 6, 2001 2:43:00 AM

LI
bl

[l

®
|:| . 661 B4

_ L w0 L T Enron Mentions - 03-04-01 - Message (Plain Text) 88 - O g
Message Developer Help Acrobat O Tell me what you want to do

5 4| o|F 2N 8B(Q

~te Respond Share to Quick Move Tags Editing Read Trarsslate 7 oom Asana
« r Teams Steos v . -, Aloud - -
""" feams Quic ™ Speech Languaqe Zoom ADieDhits ClickUp N
Enron Mentions - 03-04-01
Reply “ Reply A » Forward LL

johnarmmoid@enron.com

greg.whalley@enron.com Tue 3/6/2001 2.4

---------------------- Forwarded by John Amold HOU/ECT on 03/06/2001 07:45

Al - _—

From: Ann M Schomdt@ ENF.ON on 03/03/2001 08:23 AM
To: Ann M Schmidt/Corp/Enron@ ENREON

cc: (bee: John Amold HOU/ECT)

Subject: Enron Mentions - 03-04-01

Utility Deregulation: Square Peg. Found Hole?
The New York Tiumes, 03/04/01

3 Executives Considered to Head Military
Los Angeles Times, 03/04/01

Bush leaning toward execs for military
The Seatile Times, 03/04/01

Enron's Chief Dentes Role as Energy Villain /[ Crtics regard Kenneth Lay as
deregulation opportunist
The San Francisco Chronicle, 03/04/01

Enron boss says he's not to blame for profits 1n energy crisis
Associated Press Newswires, 03/04/01

The Stadinm Curse? / Some stocks swoon after arena deals
The San Francizco Chronicle, 03/04/01

Money and Business/Financial Desk; Section 3
ECONOMIC VIEW
Utility Deregulation: Square Peg. Round Hole?
By JOSEFPH KAHN

03/04/2001

The New York Times

Page 4. Column 6

c. 2001 New York Times Company

WASHINGTON -- IN the forensic pursuit of what cansed Califormia’s power

i JWe removed extra ine breaks from this message

— Forwarded by John Arnold/HOU/ECT on 03/06/2001 07:48 AM
From: Ann M Schmidt@ENRON on 03/05/2001 08:23 AM
To: Ann M Schmidt/Corp/Enron@ENRON
cc: (bec: John Arnold/HOU/ECT)
Subject: Enron Mentions - 03-04-01

Utility Deregulation: Square Peg, Round Hole?
The New York Times, 03/04/01

3 Executives Considered to Head Military Los Angeles Times, 03/04/01

Bush leaning toward execs for military
The Seattle Times, 03/04/01

Enron's Chief Denies Role as Energy Villain / Critics regard Kenneth Lay as deregulation opportunist The San Francisco Chronicle,
03/04/01

Enron boss saxshmimaat to blame for profits in energy crisis Associated Press Newswires, 03/04/01

The Stacum Curse? / Some Shacks swoon after arena deals The San Francisco Chronicle, 03/04/01

Money Tad Business/FinancigyDesk; Section 3 ECONOMIC VIEW Utility Deregulation: Square Peg, Round Hole?
By JOSEPR AN

03/04/2001

The New York Times

Page 4, Column 6

¢. 2001 New York Times Company




NATIVE FILES

CAUTION

Can’'t open
production of
NATIVE files!

BE CAREFUL
WHAT YOU
WISH FOR

* A native file is only as good as

the software that you have to
open it with.

* Proprietary software.




WINDOWS EXPLORER

Search Tools

File Home Share View Search

- v A [ > Search Results in Documents >

7 Quick access
I Desktop

< Downloads
| Documents

R ORI

»  Pictures

. How to Clear the Search
How to Create a Guest A

- How to Delete the Searct

How to Disable the Searc
Date modified: 11/28/16 12:11

How to Disable the S
Date modified: 11/28/16 12:07

How to Clear the Searc
Date modified: 11/23/16 2:2

Clear_Search_History
Date modified: 11/23/16 2:

sear - Search Results in Docume...

sear]

search history

sto...

ile_E..

N — — N - -

Size? 178 KB
Authors: Lon Kaufman

ory Display in File (or ...

Size: 178 KB
Authors: Lon Kaufman

Size: 262 bytes




PDF SEARCHES

Home

2]

Replace with

Tools

™ Find Next in Current PDF
':1 Open Full Acrobat Search...

Whole Words Only
Case Sensitive
Include Bookmarks

Include Comments

Adobe Cloud Servic.., X (F‘rmfide FEEdbEICH)

B X Q @ 1 /s R MO @ s - .

Adobe Cloud Services

Compliance Overview
prn::||
EXACT MATCHES
Overview process

product
At Adobe, the security, privacy and availability of cur customers’ data is our pricrity. W't

risk management strategy is as important to the success of an organization as the compgn

rogram
cloud strategy includes a two-pronged approach to keeping your data safer, more sec prey

To protect from the physical layer up, we implement a foundational framework of secyri

Commeon Controls Framework (CCF) by Adobe. CCF helps protect the Adobe infrastrug
as helps us comply with a number of industry-accepted best practices, standards, regu

To protect from the software layer down, we use the Adobe Secure Product Lifecycle (SPLC), a rigorous set of several hundred

specific security activities spanning software development practices, processes, and tools that are integrated into multiple
stages of the proeduct lifecycle.
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EDISCOVERY SOFTWARE

Document Type Custodian/Person

sample Data -

sample Data 00

sample Data 002 38 Frivilege
ample Data 003 . Hot

ample Data ~onfidential
XPERT WITH
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EDISCOVERY SOFTWARE

Email From Domain Q Document Date Email Recipient Domains

Begin Date

caiso.com End Date

mailman.enron.com

carrfut.com

Mot Renderec
Has Mo (QC Tags

Potentially Privileged




COST &
PROPORTIONALITY

Using eDiscovery software and tools, early case
assessment, cost.
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 Competitive
» Affordable

EDISCOVERY COST . Predictable

e Customizable




Importance of the issues
Amount in controversy
Parties’ access to relevant info.
Parties’ resources
P RO PO RT I O NAL I TY Importance of the discovery in
resolving the issues

Burden or expense outweighs its likely
benefit

Florida rules expressly provide that ESI is discoverable, but they also require proportionality of expense.
 FLA. R. Civ. P. 1.280(d)(2)(i1)




Artificial Intelligence

 Fundamentals of Artificial Intelligence
 How is Al used in legal practice
* Tools to consider




HAVE YOU EVER USED

ARTIFICIAL INTELLIGENCE?
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WHAT IS ARTIFICIAL
INTELLIGENCE

Artificial intelligence (Al) is a wide-
ranging branch of computer science
concerned with building smart
machines capable of performing tasks
that typically require human
intelligence.

https://builtin.com/artificial-intelligence



https://builtin.com/artificial-intelligence
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FACE RECOGNITION




"FUZZY” SEARCHES

CONNECTORS AND EXPAMNDERS

Terms Explanation Examples
& AND narcotics & warrant
/5 In same sentence design /s defect
or OR attorney or lawyer or counsel
attorney lawyer counsel
+5 Preceding within sentence attorney +s fee
/p In same paragraph hearsay /p utterance
i Phrase "res ipsa loquitur”
+p Preceding within paragraph exception +p non-liability
v\ But not tax taxation % investment
/n Within n terms of personal /3 jurisdiction
'. Root expander Gb"?m! _ _ o o
retrieves: object, objected, objection, objecting
+n Preceding within n terms of capital +3 gain
* Universal character withdrw
retrieves: withdraw, withdrew
#damage
= Prefix to turn off plurals and equivalents |retrieves: damage
does not retrieve: damages




CONTRACT REVIEW

Salesforce, Home Depot &
Ebay are already using Al
powered contract review
services in their day-to-day

operations.




LEGAL RESEARCH

Ross ALl

. Legal
Bloomberg Points of Law Research
Westlaw Edge Citator Improvements -
CARA
Lex Machina

Judicata

Ravel Law

Fastcase Bad Law Bot




DOCUMENT AUTOMATION

Computer Assisted Review Reference Model

Set Educate

h. Achieve
/:l Goals
AR
" ©2012EDRM LLC




PREDICTION TECHNOLOGY

Wil | win this case”? Should we settle?




LEGAL INFORMATION
VS. LEGAL ADVICE

Learning models to predict the outcomes of pending cases, using as inputs the

corpus of relevant precedent and a case’s particular fact pattern.
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WINNING CASES WITH EDISCOVERY

¥ & ARTIFICIAL INTELLIGENCE
DATA EDISCOVERY
SYEHCS PRESERVE LOCATION COLLECT & Al TOOLS
Understénd the DATA Understand where DATA Make use of
| th]C?l Filing a timely ESI can be Recognize pitfalls available
I PR EEE: litigation hold is located. of self-collection. technology
key.
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Thank you to our hosts,
L egalFuel & the Florida Bar

ANY QUESTIONS?

y Law Firm & Business IT Consulting
a eDiscovery | IT Support | Cybersecurity | Digital Forensics

TheBaradatGroup

(239) 221-6359

a cbaradatothebaradatgroup.com

@ www.TheBaradatGroup.com

Click here to sign up for our newsletter
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